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Abstract
As streaming media becomes prevalent, the demand for real-time video copyright 
protection has increased. Digital watermarking, a common copyright protection 
technique, has been widely used in copyright validation in various media. How-
ever, most of the existing video watermarking schemes follow the paradigm of 
image watermarking, focusing mainly on the impact of watermark embedding on 
visual perception and its robustness in channel transmission while neglecting the 
importance of efficiency. To efficiently protect the digital rights of streaming media, 
this article proposes an Efficient deep video Watermarking model based on Spa-
tiotemporal Attention mechanism and patch sampling (EWSA). A spatiotemporal 
attention mechanism is employed to enhance watermark imperceptibility by embed-
ding the watermark into texture and insensitive regions. Additionally, embedding 
efficiency is improved by sampling patches of video frames rather than embedding 
watermarking in entire frames. The performance of our model on three datasets 
through goal-oriented, three-stage training validates the effectiveness of the pro-
posed EWSA, which achieves embedding speed approximately 2 ∼ 3 times faster 
than other deep watermarking methods.

Keywords  Blind video watermarking · Deep learning · Patch sampling · 
Spatiotemporal attention

1  Introduction

With the rapid development of streaming media, live video streaming via Tiktok, 
YouTube, and other distribution platforms is becoming increasingly popular and 
widespread. While this popularity brings convenience to users, it also makes these 
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videos easy targets for theft and misuse, such as misleading advertising1 and plagia-
rism of works, posing new challenges to copyright protection for online platform and 
video publishers. To address this challenge, invisible watermarking technology has 
emerged, which not only protects copyrights without compromising the user experi-
ence (Patel et al. 2021; Savakar and Ghuli 2019; Joshi et al. 2018), but also shows 
great potential for application in content tracking, authenticity verification, and own-
ership identification with the rise of Artificial Intelligence Generated Content (AIGC) 
and Non-fungible Tokens (NFTs) (Zhang et al. 2023; Luo et al. 2023a, c; Yoo et al. 
2022).

In recent years, various watermarks such as Fang et al. (2022), Lu et al. (2022), 
Wu et al. (2021), Fang et al. (2020) have been proposed. Video watermarking fol-
lows the paradigm of image watermarking that has achieved remarkable success and 
can be delineated into traditional watermarking and deep watermarking. Traditional 
watermarking methods are usually based on the principles of signal processing, infor-
mation theory, and cryptography, embedding and extracting watermark messages in 
the original spatial or transform domain (Asikuzzaman et al. 2016; Dey et al. 2012). 
But these methods rely heavily on hand-designed algorithms or rules, leading to a 
lack of robustness against various types of distortions simultaneously (Asikuzzaman 
and Pickering 2017). To resolve this predicament, extensive research has been con-
ducted in recent years, leading to significant advancements in the field of robust blind 
watermarking. In recent years, deep learning-based watermarking methods have been 
increasingly developed (Luo et al. 2023b; Ye et al. 2023; Zhang et al. 2023), which 
employ neural networks to process watermarking information and learn an adaptive 
and wiser way to embed watermarking information. This enables them to overcome 
the constraints of traditional watermarking methods in the face of complex attacks 
and improve the robustness of watermarking.

Despite advances in imperceptibility and robustness, deep watermarking tech-
niques still fall short in real-time applications. In particular, scenarios like live 
video demand extremely high data processing capabilities and rapid response times 
(Sharma and Mir 2022). Consequently, achieving real-time performance while 
maintaining watermark embedding efficiency, imperceptibility, and robustness has 
become an urgent challenge.

To cope with this problem, we propose an Efficient deep video Watermarking 
model based on Spatiotemporal Attention mechanism and patch sampling (EWSA). 
First, we introduce a spatiotemporal attention mechanism to embed the watermark 
into texture and insensitive regions, enhancing the imperceptibility and robustness of 
the watermark. The spatiotemporal attention mechanism better captures the spatial 
and temporal features of the video, thereby improving the watermark embedding 
effectiveness. Second, we employ a patch sampling method to embed the watermark 
only in a small part of the frame, rather than the entire frame, thus improving the 
watermark embedding speed. This design not only enhances watermark embedding 
efficiency simply and effectively but also alters fewer video frames compared to the 
full-frame watermark embedding scheme, resulting in better visual quality of the 

1 https:​​​//w​ww.asiaip​law​.com/se​ct​ion/i​​n-d​epth​/​how-live​-s​t​reamin​g-​c​an​-ex​pose​-y​ou-to-cha​rges-of-copy-
right-infringement.
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watermarked video. Finally, we design a watermark localization module to locate the 
watermarked patches for videos with embedded watermark messages.

Figure 1 illustrates our proposed method compared to other watermarking meth-
ods in terms of peak signal-to-noise ratio (PSNR), frames per second (FPS), and 
bit accuracy ratio (BAR) metrics. In summary, the main contributions are listed as 
follows:

	● We present an efficient deep video watermarking model (EWSA) that addresses 
the limitations of current schemes in meeting the requirements of real-time video 
watermarking scenarios.

	● For the first time, a spatiotemporal attention mechanism is employed to embed 
the watermark into the texture and insensitive regions of the video. The patch 
sampling method is utilized to enhance embedding efficiency, simultaneously the 
watermark localization module is designed to ensure robustness.

	● Experimental results on different datasets demonstrate the effectiveness of EWSA. 
We optimize the embedding efficiency while maintaining the imperceptibility and 
robustness of the watermarking. The results demonstrate EWSA achieves em-
bedding speed approximately 2 ∼ 3 times faster than other deep watermarking 
methods.

The rest of this paper is organized as follows. In Sect. 2, we review the related work 
on video watermarking, patch sampling, and attention mechanism. In Sect. 3, we 
introduce the detailed network architecture. Section 4 presents training strategy. The 
experimental settings and results are presented in Sect. 5. Finally, Sect. 7 concludes 
this paper.

Fig. 1  PSNR-FPS-BAR (imperceptibil-
ity-efficiency-robustness) comparison 
with different watermarking methods, 
including the deep learning-based wa-
termarking method HiDDeN (Zhu et al. 
2018), RivaGAN (Zhang et al. 2019) 
and REVMark (Zhang et al. 2023), the 
traditional video watermarking method 
DWT-DCT-SVD (Dey et al. 2012) and 
our EWSA
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2  Related work

2.1  Traditional and deep learning-based video watermarking

Video watermarking technology can generally be categorized into traditional and 
deep learning-based approaches (Kumar et al. 2020). Table 1 provides a comparative 
summary of recent works in the field, highlighting key differences between tradi-
tional methods, deep learning-based methods, and our proposed EWSA approach.

Traditional watermarking methods are usually based on the principles of signal 
processing, information theory, and cryptography. These methods are typically clas-
sified into three main categories: spatial domain, transform domain, and compressed 
domain (Asikuzzaman and Pickering 2017; Chen et  al. 2023; Chang et  al. 2022; 
Huan et al. 2022). Traditional techniques usually use artificial heuristics and manu-
ally designed strategies for watermark embedding, which are subject to limitations 
such as lack of flexibility and adaptability.

Recently, deep learning-based approaches have garnered increasing attention from 
researchers in the field of watermarking. HiDDeN (Zhu et al. 2018) pioneered deep 
learning for end-to-end image watermarking, featuring an encoder, decoder, and dis-
tortion network for differentiable simulation.

Compared to image watermarking, deep video watermarking faces greater chal-
lenges due to the complexity of video data and susceptibility to various attacks. 
DVMark (Luo et  al. 2023b) introduces a multiscale design for robustness against 
video distortions, integrating a watermark detector and adapting to compression for 
reliability and practicality. RIVIE (Jia et al. 2022) leverages differentiable 3D render-
ing for video information hiding, mimicking camera capture and combining motion 

Table 1  Comparative analysis of video watermarking methodologies
Aspect Traditional methods (e.g., 

Chen et al. 2023; Huan 
et al. 2022; Chang et al. 
2022; Liu et al. 2023)

Deep learning-based methods 
(e.g., Luo et al. 2023b; Jia 
et al. 2022; Zhang et al. 2023, 
2024)

Our EWSA

Architecture Signal processing, 
transform domain, 
cryptography-based

Encoder-decoder networks, 
attention mechanisms, multi-
scale designs

Spatiotemporal atten-
tion, patch sampling, 
lightweight localization 
network

Attack types Specific attacks (e.g., com-
pression, cropping)

Various attacks (e.g., compres-
sion, temporal distortions, 
spatial distortions)

Comprehensive: 
compression, temporal 
(frame drop/swap), 
spatial (crop, resize)

Computational 
cost

Low: No parameters, fast 
processing

High: 0.21M–2.73M params, 
46.52G–107.67G FLOPs

Moderate: 0.40M 
params, 26.92G FLOPs

Datasets Custom or small-scale 
datasets

Kinetics-600, custom video 
datasets

Kinetics-600, Holly-
wood2, MGTV_WM

Pros Less computational power, 
faster processing time

Adapts to various attacks with 
strong generalizability

Faster processing 
speed and more robust 
to different attacks

Cons Targets specific attacks, 
limited generalizability

High computational complex-
ity and slower processing 
speed

–
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synthesis with temporal correlation to maintain visual quality over time. REVMark 
(Zhang et  al. 2023) aims to improve robustness, particularly against H.264/AVC 
compression, with a focus on temporal feature extraction for efficient feature analysis 
while preserving visual quality.

Despite the advancements made by these methods, few deep learning-based 
watermarking approaches address embedding efficiency, and most are unable to 
simultaneously achieve high performance in terms of visual quality, robustness, and 
embedding efficiency.

2.2  Patch sampling related watermarking

Several image watermarking methods embed information into sub-image rather than 
whole image for different destination. DIPW (Luo et al. 2023a) introduces a patch-
based deep watermarking framework designed to combat artwork plagiarism by 
embedding watermarks in non-overlapping image patches. Jia et al. (2022) propose 
a novel approach to invisible information hiding through sub-image encoding, which 
is robust in offline-to-online photography scenarios. DWSF (Guo et al. 2023) is a 
robust deep dispersed watermarking framework that employs a block-based embed-
ding strategy, synchronization module, and message fusion to enhance watermark 
resilience against various image manipulations.

However, these works focus on image watermarking, and to date, there has been 
limited research on patch-based video watermarking. Inspired by recent literature on 
video quality evaluation using patch sampling (Wu et al. 2022), our approach adopts 
a patch sampling strategy to enhance the efficiency of video watermark embed-
ding, thereby improving both robustness and processing speed in dynamic video 
environments.

2.3  Attention mechanism

The attention mechanism, which imitates the human eyes to receive features in 
conspicuous areas, is widely used in computer vision fields such as classification, 
detection, and segmentation (Liu et al. 2022; Zamir et al. 2022). D-LKA (Azad et al. 
2024) introduces an attention mechanism that leverages large convolution kernels 
and deformable convolutions to enhance medical image segmentation, provid-
ing improved performance and computational efficiency in processing volumetric 
context in both 2D and 3D images. Similarly, CVANet (Cvanet 2024) utilizes pixel 
attention mechanisms to enhance single image super-resolution, simulating human 
visual perception to focus on detail reconstruction and achieve superior performance 
in image quality and resolution.

While most attention-based techniques in computer vision have focused on spa-
tial features of images, our approach combines both spatial and temporal features in 
video. By designing a spatiotemporal attention mechanism, we embed watermarks 
in a way that takes into account both the spatial content of individual frames and the 
temporal consistency across video frames, offering improved robustness and imper-
ceptibility in dynamic video sequences.

1 3
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3  The proposed method

To meet the demands of real-time video watermark embedding and enhance water-
mark embedding efficiency without compromising imperceptibility and robustness, 
we propose an efficient deep video watermarking framework with patch sampling 
(EWSA), as illustrated in Fig. 2. Similar to previous works (Luo et al. 2023b; Zhang 
et al. 2023; Jia et al. 2022), EWSA consists primarily of the encoder ENθ, the decoder 
DEφ, and the distortion network DN. However, unlike these previous works, the car-
rier of the watermark messages in EWSA is not the entire video frames but rather the 
frame patches. Additionally, EWSA includes a novel module: the watermark location 
network (LOγ). In this context, θ, φ, and γ represent the trained parameters of the 
encoder, decoder, and watermark location network, respectively. These parameters 
are iteratively updated during training to achieve optimal model performance. We 
explain these modules in more detail below, sequentially elaborating on their designs.

3.1  Patch sampling

The primary objective of this study is to design a model that meets the requirements 
of real-time video watermark embedding. Reducing the input data size for the deep 
model is an effective approach to minimizing inference time. Therefore we design 
patch sampling embedding instead of whole frame embedding. Specifically, we ran-
domly select H × W -sized patches from each frame of the video Vco forming cover 
patches Pco with size L × H × W  (the default input size for Encoder).

Fig. 2  The framework of our proposed EWSA. The black dashed box is a schematic representation of 
the spatiotemporal attention mechanism. The blue dashed line indicates the loss. The green solid line 
indicates the direction of data flow in the overall frame
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3.2  Spatiotemporal attention

To achieve invisible video watermarking, we introduce a spatiotemporal attention 
mechanism that handles both spatial and temporal dimensions. Unlike traditional 
attention mechanisms that operate solely on spatial dimensions, our approach inte-
grates temporal dynamics, enhancing the invisibility of video watermarking.

We employ 3D convolutions to capture spatio-temporal features. The spatiotem-
poral attention module consists of two 3D convolutional layers that process the video 
frames collectively, taking into account the temporal correlations between frames. 
The output of the 3D convolutional layers is an attention mask of size (L, H, W, X), 
where L represents the temporal dimension (number of frames), W and H are the spa-
tial dimensions (width and height), and X is the data dimension corresponding to the 
watermark bits. For each pixel in the video frames, the spatiotemporal attention mod-
ule generates a probability distribution over the data dimensions. The spatiotemporal 
attention mechanism is shown schematically in the black dashed box diagram in Fig. 
2, the color shades of the output indicate varying probabilities. This distribution is 
used to determine the significance of each bit of the watermark at different locations 
within the video frames. The spatiotemporal attention mechanism can be formally 
expressed as:

	 Fa = σ(Conv3D(Conv3D(Pco))),� (1)

where σ indicates the softmax function, Conv3D represents the convolutional opera-
tion. The spatiotemporal attention weight map Fa will be used to fuse watermarking 
messages in the encoder.

The spatiotemporal attention biases the model towards embedding different bits of 
the watermark in various textures across the video frames.

3.3  Encoder

The architecture of encoder network ENθ is shown in Fig. 3. Encoder ENθ takes 
cover patches Pco and watermark messages WMo as input and produces the water-
marked patches Pwm as output:

	 Pwm = EN(Pco, WMo),� (2)

where EN(·) represents the encoding process. The dimension of Pco and Pwm are 
L × H × W × C, where L is the length of video (measured in frames/patches), H 
denotes height, W denotes width, and C represents channel number.

The watermark messages with the length of X take the form of a string of binary 
bits WM{0, 1}m(m = X). Before merging the watermark messages with the video 
features, we begin by repeating the watermark messages across the spatial-tempo-
ral dimensions, the repeated watermark block has shape L × H × W × X . Then, 
we combine it with the spatiotemporal attention weight map Fa along the channel 
dimension to get the fusion feature Ff .

1 3
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Eθ uses the global residual skip connection to produce Pwm according to the 
equation:

	 Pwm = Pco + αFf ,� (3)

where α is a modifiable embedding strength factor.
Note that random spatial crop is applied at the same coordinates in all L consecu-

tive frames, so the encoder still receives a temporally ordered tube and the watermark 
can be embedded through the spatiotemporal attention module.

3.4  Distortion network

The distortion network is used to train the watermark to withstand diverse distortions, 
ensuring that the watermark messages can be recovered with precision even when 
exposed to a range of distortions. To prevent embedding watermarking messages in 
sensitive areas, we learn the distribution of differentiable distortions, as these dis-
tortions are more conducive to backpropagation. In DEφ, the distorted patches are 
generated by using different types of distortion:

	 Pno = DN(Pwm, Dt).� (4)

During training, each distortion Dt is chosen at random with an equal chance at each 
step of training. The encoder ENθ and decoder DEφ update their parameters and 
both learn to be robust to a variety of different distortions simultaneously in response 
to randomly injected distortions. Figure 4 demonstrates samples of the eight distor-
tions discussed in this paper.

Fig. 3  Structure of encoder
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3.5  Watermark location network

In order to identify the encoded patch within the full distorted frame, the framework 
incorporates a localization network LOγ  positioned between the distortion network 
DN and the decoder DEφ.

The input to the watermark localization network LOγ  is the frames of distorted 
watermarked video Vno. And the watermarked video is obtained by splicing the 
watermarked patches generated by the encoder back into the original cover video. 
The localization network LOγ , a lightweight variant of salient object detection model 
U2-Net† (Qin et al. 2020), is designed to segment encoded patches by learning spatial 
features, including texture and edge patterns and color and luminance variations, 
induced by watermark embedding.

The distorted encoded patches are extracted from frames of distorted video by 
location network:

	 Pex = LO(Vno),� (5)

where LO(·) represents the process of watermark location.

3.6  Decoder

Given the watermarked patches extracted from the watermarked videos by the water-
mark location network Pex, the decoder DEφ extracts the embedded watermark 
messages:

Fig. 4  Structure of distortion network
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	 WMe = DE(Pex),� (6)

where DE(·) represents the decoding process. As shown in Fig. 5, the decoder uti-
lizes the same saptiotemporal attention module to extract the watermark from the 
watermarked video. It aggregates the spatial and temporal information, ensuring 
accurate recovery of the watermark. we use convolution, BatchNorm, and Tanh acti-
vation to extract video features. To ensure the output WMe is the same length as the 
original watermark messages WMo, we apply an elements-wise multiplication.

4  Training strategy

4.1  Loss function

During the training process, each module has a different optimization objective. The 
encoder is dedicated to make the watermarked video achieve good visual quality, 
the watermark localization module is to find the watermarked patches from a water-
marked video, and the decoder aims to recover the watermark messages.

Visual loss Encoder training aims to generate invisible watermarked video patches 
Pwm, and the encoding loss function Le minimises the distance between Pco and 
Pwm by updating the parameter θ. We regulate the pixel-wise modification between 
Pco and Pwm by the Mean Squared Error (MSE) loss:

	
Le(Pco, Pwm) = 1

L · H · W

L−1∑
i=0

H−1∑
j=0

W −1∑
k=0

[Pcoi
(j, k) − Pwmi

(j, k)]2,� (7)

where Pcoi(j,k) and Pwmi
(j, k) denote the pixel value at position (j, k) of the i- th 

patch.
Location loss The purpose of localization network Lγ is to accurately determine 

the exact position of the watermarked block.
We use Binary Cross-Entropy (BCE) loss and Intersection over Union (IoU) loss 

to minimize the distance between the predicted patch position and the true patch posi-
tion. Thus, the overall loss of the segmentation model is formulated as:

Fig. 5  Structure of decoder
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	 Ll(Pp, Pg) = LBCE(Pp, Pg) + ωLIoU (Pp, Pg),� (8)

where Pp ∈ [0, 1]H×W  is the predicted mask for the watermarked frame, 
Pg ∈ {0, 1}H×W  is the ground truth watermarked patch of embedding mask, and ω 
is a weight to balance BCE loss and IoU loss.

	
LBCE(Pp, Pg) = −

∑
(j,k)

[Pg(j, k)logPp(j, k) + (1 − Pg(j, k))log(1 − Pp(j, k))]. � (9)

	

LIoU (Pp, Pg) =1 − Pg ∩ Pp

Pg ∪ Pp

= 1 −
∑H−1

j=0
∑W −1

k=0 Pg(j, k)Pp(j, k)
∑H−1

j=0
∑W −1

k=0 [Pg(j, k) + Pp(j, k) − Pg(j, k)Pp(j, k)]
,

�(10)

where Pg(j, k) ∈ {0, 1} is the ground truth label of the pixel at position (j, k), and 
Pp(j, k) ∈ [0, 1] denotes the predicted probability that position (j, k) is watermarked.

Decoding loss Decoder Dφ aims to minimize the difference between the extracted 
watermark WMe and the original watermark WMo. We utilize BCE loss as decoding 
loss which is reduced by updating the parameter φ:

	
Ld(WMo, WMe) = − 1

X
[WMologWMe + (1 − WMe)log(1 − WMo)].� (11)

Algorithm 1  Three-stage training

1 3
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4.2  Three-stage training

Simultaneously training all losses results in challenges in achieving convergence 
for the watermark locating and decoding losses. Designing a training strategy that 
strikes a compromise between robustness, visual quality, and embedding efficiency 
is necessary.

We take advantage of stage training, which was inspired by Liu et al. (2019), Jia 
et al. (2022), Luo et al. (2023a), Fang et al. (2023). The training strategy is summa-
rized in Algorithm 1.

Stage-1 In the first stage, the encoder and decoder are initially trained with distor-
tion network. To sum up, the optimization of this stage is to minimize

	 Led = λ1Le(Pco, Pwm) + λ2Ld(WMo, WMe),� (12)

where λ1 and λ2 are the weights to balance Le(Pco, Pwm) and Ld(WMo, WMe). As 
a result, a pretrained encoder and an decoder are provided, with the former being in 
charge of embedding watermarks. After encoding the watermark messages into the 
patches, splice the watermarked patches Pwm back into the original video to get the 
watermarked video Vwm.

Stage-2 In the second stage, to supervise the regression of the location of the 
watermarked patches Pwm in watermarked video Vwm, we use Pwm and Vwm to gen-
erate the training dataset for the location network. The ground truth is binary masks. 
The value of 0 corresponds to background pixels, indicating the unwatermarked area, 
while the value of 1 represents the foreground watermarked pixels. The optimization 
of this stage is to minimize location loss Ll(Pp, Pg).

Stage-3 In the third stage, we put the watermarked patches output from the water-
mark localization network as distorted patches into the distortion network to optimize 
the decoding accuracy of the decoder. This is because the accuracy of the watermark 
localization network has an impact on the performance of the decoder. At this stage, 
the optimization objective is to minimize Ld(WMo, WMe).

5  Experiments

5.1  Basic setup

5.1.1  Datasets

The experiments are performed on three distinct video datasets: Kinetics-600, Hol-
lywood2, and MGTV_WM. Below, we provide a concise introduction to them.

	● Kinetics-600 (Carreira et al. 2018; Carreira and Zisserman 2017). Kinetics-600 
contains over 500K video clips, each lasting 10 s. The dataset encompasses a total 
of 600 categories, with each category containing at least 600 films or more. The 
video resolution is variable but roughly around 570×320.

	● Hollywood2 (Marszalek et al. 2009). Hollywood2 is a human behavioral action 
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62  Page 12 of 26



Spatiotemporal attention-based real-time video watermarking

video dataset containing 3669 video clips from 69 movies with a total video 
length of about 20.1 h. The video resolution is variable but roughly around 570×
320.

	● MGTV_WM (Chen et al. 2023). MGTV_WM is the most recent video watermark-
ing evaluation dataset with a resolution of 720×1280 or 480×848. It contains 
1000 video clips, and each clip lasts for about 30 s.

It is worth noting that Kinetics-600 is employed for both training and testing in our 
experiments, whereas Hollywood2 and MGTV_WM are exclusively utilized for test-
ing. In particular, the watermarking model (comprising the encoder and decoder) 
and baselines (Zhang et al. 2019; Zhu et al. 2018; Dey et al. 2012) are trained on 
1000 randomly cropped video clips with dimension 128×128×8×3 in the Kinet-
ics-600 training set, and the models are evaluated on the Kinetics-600 validation 
set, Hollywood2 and MGTV_WM. For each input video clip, there is a corre-
sponding secret watermark that is randomly sampled from the binary distribution 
WM{0, 1}m(m = 96). To build the training set for the watermark location network 
LOγ , we first resize every watermarked video frame to 256×256 to ensure uniform 
spatial resolution. In each resized frame we select one random patch and embed the 
watermark in that region, recording its coordinates. Using these coordinates we cre-
ate a 256×256 binary mask whose pixels are set to 1 inside the watermarked patch 
and to 0 elsewhere. Each (frame, mask) pair is then used as one training sample for 
LOγ .

5.1.2  Implementation

Our method is implemented with PyTorch 1.13.1, Intel(R) Core(TM) i9-9900K @ 
3.60GHz, 64.00 GB RAM, and an NVIDIA GeForce GTX 2080 Ti GPU (with 11GB 
memory) is used for both training and testing. We set batch size = 8, video size 
128×128×8×3, and ADAM optimizer with an initial learning rate of 1e-4 during 
training. In three-stage training, we set 400, 100, and 300 epochs for the three stages, 
respectively. And for other parameters, we have the following settings: the weight 
parameters of Eq. (12), λ1 = 1, λ2 = 1; the watermark strength α = 0.05.

5.1.3  Metrics

We evaluate deep video watermarking based on efficiency, imperceptibility, and 
robustness.

	● Efficiency is measured by the embedding speed, quantified in frames per second 
(FPS) (Chen et al. 2023), representing the number of frames processed per sec-
ond.

	● Imperceptibility assesses the visual quality of the watermarked video compared to 
the original. We use Peak Signal-to-Noise Ratio (PSNR) (Huynh-Thu and Ghan-
bari 2008) and Learned Perceptual Image Patch Similarity (LPIPS) (Zhang et al. 
2018) as metrics.

	● Robustness is evaluated by extraction accuracy, measured using the Bit Accuracy 
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Ratio (BAR) (Chen et al. 2023), which quantifies the accuracy of recovered wa-
termark messages.

Higher FPS, PSNR, and BAR indicate better performance, while lower LPIPS is 
preferable. These metrics provide insight into the method’s applicability across dif-
ferent scenarios.

5.1.4  Baselines

We evaluate our model by comparing it to the deep learning-based watermarking 
method HiDDeN (Zhu et al. 2018), RivaGAN (Zhang et al. 2019), REVMark (Zhang 
et al. 2023) and traditional video watermarking method DWT-DCT-SVD (Dey et al. 
2012).

Performance is assessed using the identical video size (128×128×8×3) and pay-
load (96 bits) to ensure a fair comparison.

5.2  Efficiency

Efficiency is assessed based on the frames per second (FPS), which measures the 
number of frames that are embedded every second. Model parameters and floating 
point operations are used to assist in evaluating the computational cost of different 
watermarking methods. The number of parameters indicates the model size, the num-
ber of floating point operations per second (FLOPs) provides the time complexity, 
and the number of frames processed per second provides the throughput.

Table 2 demonstrates the comparison of our EWSA with baseline methods under 
the condition that the video resolution is 128×128 and EWSA takes the patch size 
of 64×64. The results in the table show that our approach is the most efficient at 
embedding among deep watermarking methods and is close to the traditional method 
DWT-DCT-SVD.

To assess the effectiveness and practicality of the model, we conduct a test by ran-
domly selecting patches of varying sizes from the three datasets, i.e., Kinetics-600, 
Hollywood2, MGTV_WM. The results are presented in Fig. 6. The videos in the 
MGTV_WM are separated into two distinct categories based on their resolutions: 
720×1280 and 480×848. While the videos in Hollywood2 and Kinetics-600 have 
varying resolutions, both are around 570×320, smaller than the resolution of videos 
in MGTV_WM. The results show that the watermark embedding speed peaks around 
the patch size of 32×32, which is 1047.62, 1080.38, and 207.99 FPS on Hollywood2, 
Kinetics-600, and MGTV_WM respectively. This occurs due to the insufficient effi-
ciency increase gained from using patch size smaller than 32×32, which does not 

Method Param.(M) ↓ FLOPs(G) ↓ FPS ↑
DWT-DCT-SVD N/A N/A 663.93
HiDDeN 0.21 54.27 211.21
RivaGAN 0.41 107.67 196.47
REVMark 2.73 46.52 305.31
EWSA (Ours) 0.40 26.92 661.33

Table 2  Embedding efficiency 
comparison

“N/A”: not applicable
The best result is in bold
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compensate for the time lost in patch sampling and reinserting watermarked patches 
into the original video frame. As the patch size increases beyond 32×32, the speed at 
which the watermark is embedded slows down.

We also observe that the efficiency of using the MGTV_WM dataset is much 
lower overall than that of the other two datasets in Fig. 6. The lower FPS on MGTV_
WM than Hollywood2 and Kinetics-600 is primarily due to its higher resolutions. 
The EWSA embedding pipeline, which includes patch sampling, encoding, and 
patch integration, incurs greater overhead on larger frames. Sampling and integra-
tion involve accessing and modifying the full frame, leading to increased memory 
access times, data transfer costs, and potential cache misses, particularly under the 
hardware constraints of an NVIDIA GTX 2080 Ti with 11GB memory. Although 
patch sampling reduces computational load by  10-fold (e.g., 146.146 FPS vs. 10.970 
FPS for MGTV_WM at 128×128, Table 5), the proportional benefit diminishes for 
MGTV_WM, as a 32×32 patch (1,024 pixels) represents only 0.11% of a 720×1280 
frame compared to 0.56% of a 570×320 frame, amplifying the dominance of full-
frame processing overhead.

We discuss the effectiveness of EWSA in a real-time scenario. Taking 25 FPS as 
the standard for real-time (Li et al. 2022), the method of patch sampling in sizes that 
are 256×256 or less can meet the requirement for real-time embedding speed on all 
test datasets. With a patch size of 256×256, the results of EWSA on the Hollywood2, 
Kinetics-600, MGTV_WM datasets, achieve embedding rates of 112.167, 116.643, 
44.306, and 46.101 FPS, respectively.

5.3  Imperceptibility

The imperceptibility comparison of EWSA and baselines is presented in Table 3. 
EWSA exhibits superior performance in both PSNR and LPIPS metrics. In terms of 

Fig. 6  Watermark embedding efficiency of EWSA for different sized patches on different datasets. The 
X-axis tick “Original” indicates the original video size
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PSNR, EWSA outperforms the traditional and deep learning-based methods in most 
datasets. For instance, on the MGTV_WM dataset, EWSA achieves a PSNR of 40.05 
dB, which is 3.89 dB higher than DWT-DCT-SVD, 4.83 dB higher than HiDDeN, 
1.53 dB higher than RivaGAN, and 2.87 dB higher than REVMark. This demon-
strates EWSA’s superior imperceptibility.

The LPIPS metric, which evaluates perceptual similarity, also shows that EWSA 
excels in imperceptibility. EWSA achieves the lowest LPIPS score across all datasets, 
indicating that the watermark is perceptually less noticeable. For example, EWSA 
on the Hollywood2 dataset achieves an LPIPS score of 4.61, which is significantly 
lower than the second-best RivaGAN (6.89), further confirming its superior percep-
tual quality.

The invisibility of EWSA is visualized in Fig. 7, which contains the original cover 
video frame patch, visualization of the attention mask, and the encoded video frame 
patch. As shown in Fig. 7b and d, the encoded frame patch is almost identical to the 
original video frame patch, indicating the imperceptibility of the watermark. The 
attention masks for different frame patches are shown in Fig. 7c, with varying colors 
indicating different levels of attention. Areas with a reddish hue are designated for 
high-strength watermarking, which corresponds to regions with intricate textures and 
low visibility, while other areas are allocated for low-strength watermarking. In addi-
tion, Fig. 7 shows the video frame difference before and after watermark embedding 
for the EWSA and baselines. From the difference figure Fig. 7e, g, i, k, m, it is clear 
that EWSA exhibits the best watermark imperceptibility, while DWT-DCT-SVD 
shows the largest differences and the poorest imperceptibility.

An additional experiment is carried out to examine the effect of various patch sizes 
on imperceptibility. The findings are displayed in Fig. 8. The X-axis ticks patch size 
“Original” indicates the original video size, i.e., the watermark is embedded in the 
whole frame, not in a patch. The figure demonstrates that increasing the patch size 
negatively impacts the imperceptibility. This is because larger patch sizes result in a 
higher ratio between the embedded watermark area and the entire video frame.

Dataset Method PSNR(dB) ↑ LPIPS×100 ↓
Hollywood2 HiDDeN 35.56 8.92

RivaGAN 40.56 6.89
REVMark 36.22 8.05
DWT-DCT-SVD 36.28 12.85
EWSA (Ours) 39.33 4.61

Kinetics-600 HiDDeN 35.90 9.20
RivaGAN 39.43 6.12
REVMark 37.21 7.83
DWT-DCT-SVD 37.62 13.94
EWSA (Ours) 40.92 5.45

MGTV_WM HiDDeN 35.22 8.54
RivaGAN 38.52 4.79
REVMark 37.18 8,79
DWT-DCT-SVD 36.16 14.35
EWSA (Ours) 40.05 4.84

Table 3  Imperceptibility 
comparison

The best result is in bold
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5.4  Robustness

In order to achieve strong robustness, it is necessary for the extracted watermark mes-
sages to closely resemble the original watermark messages even in the presence of 
distortion. This implies that the watermark distortion rate should be low and the bit 
accuracy ratio (BAR) should be high. As explained fully in the Sect. 3.4, we assess 
the robustness of EWSA and baselines against eight distortions and Identity. Where 
Identity denotes that there is no distortion to the watermarked videos.

As shown in Table 4, our method outperforms both the HiDDeN, RivaGAN and 
DWT-DCT-SVD in most of the tested distortions. We also note that while the DWT-
DCT-SVD method is fairly robust to some distortions such as frame drop and frame 
swap, it is not robust to other types of distortions such as frame average or random 
crop. Temporal distortions such as frame drop and frame swap, which do not mod-
ify the pixel values of the frames, have little effect on the accuracy of watermark 
extraction for HiDDeN and DWT-DCT-SVD. This is because these two methods are 

Fig. 7  Samples of watermarked videos generated by our method and the comparison methods HiD-
DeN, RivaGAN, REVMark, and DWT-DCT-SVD. a Patched cover video frame; b Cover patch; c 
Attention mask; d Watermarked patch of EWSA; e Difference between before and after watermarking 
for EWSA; f Watermarked patch of HiDDeN; g Difference between before and after watermarking for 
HiDDeN; hWatermarked patch of RivaGAN; i Difference between before and after watermarking for 
RivaGAN; (j) Watermarked patch of REVMark; kDifference between before and after watermarking 
for REVMark; l Watermarked patch of DWT-DCT-SVD; m Difference between before and after wa-
termarking for DWT-DCT-SVD
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two-dimensional operations on videos, meaning that each video frame is processed 
individually like an image.

5.5  Comparative analysis of trade-offs

Our systematic evaluation reveals fundamental trade-offs among three critical dimen-
sions of video watermarking: computational efficiency, perceptual imperceptibility, 
and operational robustness, as visualized in Fig. 1 and described in Table 1. The key 
findings are summarized as follows:

	● Traditional vs. Deep Learning Methods The traditional method DWT-DCT-SVD 
achieves superior frame rates (663.93 FPS, Table 2) due to non-parametric opera-
tions, yet demonstrates significant vulnerability to spatial distortions—notably 
achieving only 50.61% bit accuracy under random crop attacks (Table 4). In con-
trast, EWSA balances these aspects via lightweight architecture and patch-based 
processing. It sacrifices merely 0.4% in FPS while achieving a 13.1% improve-
ment in average bit accuracy ratio (BAR).

	● Robustness Specialisation REVMark demonstrates superior compression resist-
ance (94.24% BAR under H.264, Table 4) through optical flow estimation net-
work (Zhang et al. 2023). However, this specialization comes at the cost of model 
complexity (2.73M parameters vs. 0.40M for EWSA, Table 2) and perceptual 
quality degradation (36.22 dB PSNR vs. 39.33 dB for EWSA, Table 3). Our spa-
tiotemporal attention mechanism achieves comprehensive robustness (97.04% 
average BAR, Table 4) while maintaining computational efficiency and superior 
imperceptibility.

	● Adversarial Training Trade-offs While RivaGAN’s adversarial training frame-
work enhances pixel fidelity (40.56 dB PSNR on Hollywood2, Table 3), this 
approach demonstrates compromised robustness against common distortions 
(95.63% average BAR vs. 97.04% for EWSA, Table 4). EWSA circumvents this 

Fig. 8  The imperceptibility of watermarked videos with the different patch sizes. The X-axis tick 
“Original" indicates the original video size
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limitation through perceptually-aware embedding in low-saliency regions (Fig. 
7c), eliminating the stability issues inherent in adversarial optimization para-
digms.

Practical recommendations

1.	 Real-time streaming EWSA’s patch-based design ensures real-time watermark 
embedding while maintaining robustness against common distortions.

2.	 Compression-heavy environments REVMark is preferred when H.264 resistance 
is critical, despite higher computational costs (46.52G FLOPs vs. 26.92G for 
EWSA).

3.	 Legacy systems DWT-DCT-SVD is suitable for resource-constrained environ-
ments where only basic robustness, such as tolerance to frame drops, is required.

These trade-offs highlight EWSA’s value as a balanced solution for dynamic video 
environments.

5.6  Ablation study

We carried out ablation experiments to assess the effectiveness of the EWSA compo-
nents we designed, such as patch sampling, the spatiotemporal attention module, and 
the watermark location network.

5.6.1  Effect of patch sampling

As mentioned in Sect. 3.1, we embed the watermark messages after sampling random 
patches of video frames rather than embedding them into the whole video frame. To 
evaluate its effectiveness, we compare it to the full-size frame embed method. Since 
our network can receive videos of different sizes, we test the watermark embed-
ding speed of full-size video frames by feeding them directly into the already-trained 
encoder. And the model with patch sampling for comparison testing uses the patch 
size of 128×128. The results are shown in Table 5. It is evident that the embedding 
efficiency of the model with patch sampling is considerably superior to that without 
patch sampling, with an improvement of 9.87, 7.86, and 12.32 times on Hollywood2, 
Kinetics-600, and MGTV_WM, respectively. on every dataset, with a nearly tenfold 
difference in embedding efficiency. This demonstrates that patch sampling contrib-
utes to the efficiency of watermark embedding.

5.6.2  Effect of spatiotemporal attention module

The encoder specifically develops the attention module as an essential component to 
guide the watermark embedding process. To assess the effect of the attention module, 
two watermarking models are devised for comparison. The initial model incorporates 
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an attention module, while the encoder of the other model combines a sequence of 
Conv3d, ReLU, and BatchNorm3d operations.

Table 6 shows the comparison between the two models. We can see that compared 
to module without attention module, module with attention module can significantly 
enhance the visual quality of EWSA. This demonstrates that attention module con-
tributes to imperceptibility.

5.6.3  Effect of watermark location network

This section follows Jia et al. (2022) and compares the results of using a watermark 
localization network with those of manually locating (without the location network). 
When using the watermark localization network, the network detects watermarked 
patches from videos subjected to random attacks and then recovers the watermark 
messages through a decoder. Without location network, we rely on manual identifica-
tion of watermarked patches and employ a decoder to directly retrieve the watermark 
messages.

The comparison results are presented in Table 7. Upon initial examination, it is 
evident that the model with location network consistently outperforms that without 
location network. For example, when watermarked videos are distorted by Random 
Crop (p=0.4), the model with location network performs 8.62% better than the model 
without location network. Manual locating is less exact than the watermark local-
ization network due to the high imperceptibility of watermarks, resulting in lower 
decoding accuracy. The results indicate that the localization network is highly effi-
cient in acquiring more precise watermark patches for watermarked videos.

Dataset Attention module PSNR(dB) ↑ LPIPS×100 ↓
Hollywood2 ✗ 38.52 9.94

✓ 39.33 4.61
Kinetics-600 ✗ 38.06 10.84

✓ 40.92 5.45
MGTV_WM ✗ 38.74 9.10

✓ 40.05 4.84

Table 6  The effect of attention 
module

The best result is in bold

 

Dataset Patch sampling FPS ↑
Hollywood2 ✗ 44.339

✓ 481.913
Kinetics-600 ✗ 53.987

✓ 478.228
MGTV_WM ✗ 10.970

✓ 146.146

Table 5  The effect of patch 
sampling

The best result is in bold
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6  Discussion

6.1  Application

The proposed EWPS offers significant advantages in real-time video applications. 
Unlike traditional and existing deep learning-based watermarking methods, EWPS 
achieves faster embedding speed and better imperceptibility while maintaining 
robustness. Figures 6 and 8 show that our model, trained on a 128×128 resolution 
dataset, performs consistently across various resolutions, eliminating the need for 
retraining on different datasets. This adaptability is crucial for modern streaming 
platforms with variable video resolutions. Additionally, by adjusting patch sizes, 
EWPS meets real-time requirements, ensuring optimal embedding speed and video 
quality. These features make EWPS an invaluable tool for video copyright protection 
in dynamic streaming environments.

6.2  Limitation

While the EWPS model significantly improves embedding efficiency, it does present 
certain limitations. First, the robustness needs to be improved because the perfor-
mance of robustness is average. Second, although embedding efficiency is enhanced, 
the need to locate watermark-embedded regions introduces a time cost during 
extracting watermarking. This localization step can impact the overall performance, 
potentially offsetting the benefits gained during the embedding phase. Addressing 
these limitations is crucial for further optimizing the model for practical, real-time 
applications.

6.3  Future work

There are several promising directions for future research. First, integrating the 
watermark-embedding process with video-compression standards such as H.264/
AVC and H.265/HEVC would allow embedding to run in parallel with compression, 
greatly improving system efficiency. Second, it is important to enhance the robust-
ness of the watermark against practical attack methods such as camera re-recording 
and screen capturing, so that protection remains effective in real-world scenarios. 
Third, an open challenge is to increase resilience to copy-paste (region-duplication) 
attacks, in which an adversary duplicates or relocates a watermarked region within 
the same video. Developing localization and extraction mechanisms that remain reli-
able under such tampering is a key direction for future work. These advancements 
will further solidify the utility and effectiveness of the proposed EWPS model.

7  Conclusion

This paper proposes a blind video watermarking framework called EWSA, which 
aims to improve the embedding speed by using patch sampling. Furthermore, the 
framework uses the spatiotemporal attention mechanism to guide the watermark 
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embedding in inconspicuous texture regions, ensuring high visual quality. The frame-
work also incorporates a watermark localization network and uses stage training to 
gradually enhance the robustness of the watermark. Experiments conducted on three 
datasets demonstrate that EWSA achieves superior performance in balancing effi-
ciency, imperceptibility, and robustness. The speed of embedding can be controlled 
by adjusting the patch size, allowing for the generalizability of EWSA in videos 
with arbitrary resolutions. Therefore, EWSA has potential applications across various 
fields, including online videos, live streaming, and medical image system.
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